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Chapter 31

Congestion Control for Best Effort: Theory

In this chapter you learn

e why it is necessary to perform congestion control
¢ the additive increase, multiplicative decrease rule
¢ thethree forms of congestion control schemes

e max-min fairness, proportional fairness

This chapter gives the theoretical basis required for Chapter 32.

31.1 Theobjective of congestion control

31.1.1 Congestion Collapse

Consider anetwork where sources may send at arate limited only by the source capabilities. Such a network
may suffer of congestion collapse, which we explain now on an example.

We assume that the only resource to allocate is link bit rates. We also assume that if the offered traffic on
some link [ exceeds the capacity ¢; of thelink, then all sources see their traffic reduced in proportion of their
offered traffic. This assumption is approximately true if queuing is first in first out in the network nodes,
neglecting possible effects due to traffic burstiness.

Consider first the network illustrated on Figure 31.1. Sources 1 and 2 send traffic to destination nodes D1
and D2 respectively, and are limited only by their access rates. There are five links labeled 1 through 5 with
capacities shown on the figure. Assume sources are limited only by their first link, without feedback from
the network. Call )\; the sending rate of source i, and \’i the outgoing rate.

For example, with the values given on the figures we find A\; = 100kb/s and A2 = 1000kb/s, but only

1 = A, = 10kb/s, and the total throughput is 20kb/s ! Source 1 can send only at 10 kb/s because it is
competing with source 2 on link 3, which sends at a high rate on that link; however, source 2 islimited to 10
kb/s because of link 5. If source 2 would be aware of the global situation, and if it would cooperate, then it
would send at 10 kb/s only already on link 2, which would allow source 1 to send at 100 kb/s, without any
penalty for source 2. The total throughput of the network would then become 6 = 110kb/s.

1
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Source 1 1link 1 link 4
cl = 100 kb/s c4 = 100 kb/s

link 3
[=]
link 2

c3 = 110 kb/s
Source 2 ©2 = 1000 kb/s c5 = 10 kb/s

\/

Figure 31.1: A simple network exhibiting some inefficiency if sources are not limited by some feed-
back from the network

The first example has shown some inefficiency. In complex network scenarios, this may lead to a form of
instability known as congestion collapse. To illustrate this, we use the network illustrated on Figure 31.2.
The topology is a ring; it is commonly used in many networks, because it is a smple way to provide
some redundancy. There are I nodes and links, numbered 0, 1, ..., I — 1. Source ¢ enters node ¢, uses links
[(i + 1) mod I] and [(i + 2) mod ], and leaves the network at node (i + 2) mod I. Assume that source
i sends as much as \;, without feedback from the network. Call X, the rate achieved by source i on link
[(i4+1) mod I] and A/ therate achieved on link [(i +2) mod I]. This corresponds to every source choosing
the shortest path to the destination. In the rest of this example, we omit “mod” when the context is clear.
We have then:

! 3 ) Ci .
A; = min ()\Z, pYS U )\Z>

"o__ - / Cit1 /
A; = min ()\i, S v )\i)

(3L.1)

source 1
node
i+l

node 1 link i

link (i-1) link (i+1)

Figure 31.2: A network exhibiting congestion collapse if sources are not limited by some feedback
from the network

Applying Equation 31.1 enables us to compute the total throughput 6. In order to obtain a closed form
solution, we further study the symmetric case, namely, we assume that ¢; = c and A\; = A for al <. Then we
have obvioudy X, = X and A} = X" for some values of \" and A’ which we compute now.

If X < § then thereisno lossand \” = X' = X and the throughput is # = I\. Else, we have, from
Equation (31.1)
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A
N =2
A+ N
We can solve for \’ (apolynomial equation of degree 2) and obtain

A c
N==1(-1 14+4-
5 (Fre 1)

cN
A+ N

We have aso from Equation (31.1)

A// —

Combining the last two equations gives

X’zc—%<,/1+4§—1)

Using the limited devel opment, valid for « — 0

1 1
\/1+u:1+§uf§u2+0(u2)

we have 5
n__ C l
A= A 0()\)

Thus, the limit of the achieved throughput, when the offered load goes to o0, is 0. Thisis what we call
congestion collapse

Figure 31.3 plots the throughput per source \” as a function of the offered load per source . It confirms
that after some point, the throughput decreases with the offered load, going to 0 as the offered load goes to
+00.

1: /\
R
4/ \

/ T

1 7 13 19 25 31 37 43 49 55 61 67 73 79 85 91 97

Figure 31.3: Throughput per source as a function of the offered load per source, in Mb/s, for the
network of Figure 31.2. Numbers are in Mb/s. The link rate is ¢ = 20Mb/s for all links.

The previous discussion hasillustrated the following fact:
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Fact 31.1.1 (Efficiency Criterion). In a packet network, sources should limit their sending rate by taking
into consideration the state of the network. Ignoring this may put the network into congestion collapse. One
objective of congestion control is to avoid such inefficiencies.

Congestion collapse occurs when some resources are consumed by traffic that will be later discarded. This
phenomenon did happen in the Internet in the middle of the eighties. At that time, there was no end-to-end
congestion control in TCP/IP. Aswe will seein the next section, a secondary objective is fairness.

31.1.2 Efficiency versusFairness

Assume that we want to maximize the network throughput, based on the considerations of the previous
section. Consider the network example in Figure 31.4, where source i sends at arate z;,: = 0,1..., 1, and
al links have a capacity equa to c¢. We assume that we implement some form of congestion control and
that there are negligible losses. Thus, the flow on link ¢ is noxzg + n;x;. For a given value of ng and zg,
maximizing the throughput requires that n;x; = ¢ — ngxo fori =1,..., 1. Thetotal throughput, measured
at the network output, isthus I'c — (I — 1)ngxo; itismaximum for zo = 0!

n0 Type 0 link i
Sources at rate x0 capacity c
I [ [ U [
| | j |
\ | 2N \ v
ni Typé i

Sources at rate xi

Figure 31.4: A simple network used to illustrate fairness (the“parking lot” scenario)

The example shows that maximizing network throughput as a primary objective may lead to gross unfair-
ness; in the worst case, some sources may get a zero throughput, which is probably considered unfair by
these sources.

In summary, the objective of congestion control isto provide both efficiency and some form of fairness. We
will study fairnessin more detail now.

31.2 Fairness

31.2.1 Max-Min Fairness

In asimple vision, fairness simply means allocating the same share to all. In the simple case of Figure 31.4
withn; = 1 for al 4, thiswould mean allocating ; = § to all sourcesi = 0, ..., I. However, in the case of
a network, such asimple view does not generally make sense.
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Consider again the example of Figure 31 4, now with general values for n;. If we follow the previous line
n ; sources using link 4. Thisyields
T = o + o for i > 1; for i = 0, the reasoning of the previous section indicates that we should allocate
ro = minj<i<rs T For example, with I = 2, ng = ny = 1 and ny = 9, we would alocate zy = 0.1¢,

x1 = 0.5cand xo = 0.1c. Thisallocation however would not fully utilize link 1; we could decideto increase
the share of sources of type 1 since this can be done without decreasing the shares of other sources. Thus, a
final alocation could be zg = 0.1¢, 1 = 0.9¢c and x5 = 0.1c. We have illustrated that allocating resources
in an equal proportion is not agood sol ution since some sources can get more that others without decreasing
others' shares. Formally, thisleads to our first definition of fairness called max-min fairness.

Network Model In order to define fairness, we use the following simplified network model.

We consider aset of sourcess = 1,...,Sandlinks1,..., L. Let A; , be the fraction of traffic of source s
which flows on link I, and let ¢; be the capacity of link I. We define a network as the couple (Z, A).

A feasible allocatiorof rates x; > 0 is defined by: ZSS,I A sxs < ¢ fordll.

- — N =

Our network model supports both multicast and load sharing. For a given source s, the set of links [ such
that A4; s > 0 is the path followed by the data flow with source s. In the simplest case (no load sharing),
A s € {0,1}; if aflow from source s is equally split between two links iy and I», then 4;, s = A;, s = 0.5.
Inprinciple, A; s < 1, but thisis not mandatory (in some encapsulation scenarios, a flow may be duplicated

on the same link).

Definition 31.2.1 (Max-min Fairness). [2] A feasible allocation of rateg is “max-min fair” if and only if

an increase of any rate within the domain of feasible allocations must be at the cost of a decrease of some
already smaller rate. Formally, for any other feasible allocatigrif ys > = then there must exist some
suchthatry < z;andyy < xy.

It can be seen (and thisis|eft as an exercise) that the allocation in the previous example is max-min fair. The
name “max-min” comes from the idea that it is forbidden to decrease the share of sources that have small
values, thus, in some sense, we give priority to flows with small values.

In general, we might ask ourselves whether there exists amax-min fair allocation to our network model, and
how to obtain it. Thiswill result from the key concept of “bottleneck link”.

Definition 31.2.2 (Bottleneck Link). With our network model above, we say that lifk a bottleneck for
sources if and only if

1. link! is saturatedic; = ) . A;;x;

2. sources on link [ has the maximum rate among all sources using link, > x for all s’ such that
Apg > 0.

Intuitively, a bottleneck link for source s is alink which is limiting, for a given allocation. In the previous
numerical, example, link 2 is a bottleneck for sources of type 0 and 2, and link 1 is a bottleneck for the
source of type 1.

Theorem 31.2.1. A feasible allocation of rateg is max-min fair if and only if every source has a bottleneck
link.
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Proof: ~ Assume that every source has a bottleneck link. For some source s, let us try to increase the rate
x s While keeping the allocation feasible. Let [ be a bottleneck link for s. Since( is saturated, it is necessary
to decrease z for some s’ such that A; ¢+ > 0. But for al such s’, we have z; > x4, thus we are forced to
decrease =/ for some s’ such that =, > . : this shows that the allocation is max-min fair.

Conversely, assume that the alocation is max-min fair. For any source s, we need to find a bottleneck link.
We proceed by contradiction. Assume there exists a source s with no bottleneck link. Call L, the set of
saturated links used by source s, namely, L1 = {l such that ¢; = >, A;;x; and A; ; > 0}. Similarly, call
L, the set of non-saturated links used by source s. Thusalink is either in L; or Lo, or isnot used by s.

source
o(l'1)
Tink 11

link 12

source s

Figure 31.5: A network example showing one multicast source

By our assumption, for all I € L, , there exists some s’ such that 4; ¢ > 0 and 2y > x5. Thus we can
build a mapping o from L; into the set of sources {1,...,S} suchthat 4; ,;y > 0 and x,() > =5 (see
Figure 31.5 for an illustration). Now we will show that we can increase the rate z; in away that contradicts
the max-min fairness assumption. We want to increase x; by some value 4, at the expense of decreasing
xg by some other values d, for al s’ that are equal to some o (I’). We want the modified allocation to be
feasible; to that end, it is sufficient to have;

A175(5 < Al,o(l)éa(l) foralll € Ly (31.2)
A6 <= Aay foralll € Ly (31.3)
5J(Z) < Zo) foralll € Iy (3L.49)

Equation (31.2) expresses that the increase of flow due to source s on a saturated link [ is at least compen-
sated by the decrease of flow due to source o (1). Equation (31.3) expresses that the increase of flow due to
source s on a non-saturated link [ does not exceed the available capacity. Finally, equation (31.4) states that
rates must be non-negative.

Thisleads to the following choice.

L Ze)ALeq) e =D A
S v TR (319
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which ensures that Equation (31.3) is satisfied and that 6 > 0.

In order to satisfy Equations (31.2) and (31.4) we need to compute the values of ¢,;) for al l'in L;. Here
we need to be careful with the fact that the same source s’ may be equal to o(1) for more than one [. We
define §(s’) by

5(s") = 0 if thereisno [ such that s’ = o (l) (31.6)
SALs ,
5(s) = MaX{] guch that U(l):s,}{Al, L1 otherwise (31.7)

o(l)

This definition ensures that Equation (31.2) is satisfied. We now examine Equation (31.4). Consider some
s’ for which there exists an | with (1) = s, and call [y the value which achieves the maximum in (31.7),
namely:

dA;
§(s) = —2=2 31.8
(s)) . (31.8)
From the definition of § in (31.5), we have
5 < To(10) Ao, (10) _ Ty Al
Alo,s Alo,s

Combined with (31.8), this shows that Equation (31.4) holds. In summary, we have shown that we can
increase x5 at the expense of decreasing the rates for only those sources s’ such that s’ = (1) for some
I. Such sources have a rate higher than =4, which shows that the allocation & is not max-min fair and
contradicts our hypothesis. O

The algorithm of progressive filling The previous theorem is particularly useful in deriving a practical
method for obtaining amax-min fair allocation, called “ progressivefilling”. Theideaisasfollows. You start
with all rates equal to 0 and grow all ratestogether at the same pace, until one or severa link capacity limits
are hit. Therates for the sources that use these links are not increased any more, and you continue increasing
the rates for other sources. All the sources that are stopped have a bottleneck link. Thisis because they use
asaturated link, and al other sources using the saturated link are stopped at the same time, or were stopped
before, thus have a smaller or equal rate. The algorithm continues until it is not possible to increase. The
algorithm terminates because L. and S are finite. Lastly, when the agorithm terminates, al sources have
been stopped at some time and thus have a bottleneck link. By application of Theorem 31.2.1, the allocation
ismax-min fair.

Example Let us apply the progressive filling algorithm to the parking lot scenario. Initialy, welet z; = 0
forali=0,...,I;thenwelet z; = ¢ until we hit alimit. The constraints are

noxg +nx; <cforalli=1,...,1

Thus the first congtraint is hit at ¢; = min{m} and it concerns sources of type 0 and type i( for al
values of index iy which minimize the expression above. Thus

C

no +n;

xo = min{



8 CHAPTER 31. CONGESTION CONTROL FOR BEST EFFORT: THEORY

In order to compute the rates for sources of other types, we continue to increase their rates. Now all con-
straints become independent and we finally have

If al n;'s are equal, the we see that all sources obtain the same rate. In some sense, max-min fairness
ignores the fact that sources of type 0 use more network resources than those of type ¢, 7 > 1. In that case,
the total throughput for the parking lot network is (z *21)6, which isamost half of the maximum admissible
throughput of Ic.

Theorem 31.2.2. There exists a uniqgue max-min fair allocation. It can be obtained by the algorithm of
progressive filling.

Proof: We have already proven the existence. Assume how that ¥ and ¢/ are two max-min fair allocations
for the same problem, with Z # ¢. Without loss of generality, we can assume that there exists some i such
that z; < y;. Consider the smallest value of x; that satisfies x; < y;, and call iy the corresponding index.
Thus, z;, < y;, and

if z; < y; then z;, < x; (319

Now since Z is max-min fair, from Definition 31.2.1, there exists some j with
yj < x5 < @i (31.10)
Now ¢/ is also max-min fair, thus by the same token there exists some & such that
T <Yk < Yj (31.11)
Combining (31.10) and (31.11), we obtain
T <Yp Sy < x5 <1y

which contradicts (31.9). O
The notion of max-min fairness can be easily generalized by using weights in the definition [2, 15].

31.2.2 Proportional Fairness

The previous definition of fairness puts emphasis on maintaining high valuesfor the smallest rates. As shown
in the previous example, this may be at the expense of some network inefficiency. An alternative definition
of fairness has been proposed in the context of game theory [19].

Definition 31.2.3 (Proportional Fairness). An allocation of rates’ is “proportionally fair” if and only if,
for any other feasible allocatiofj, we have:

S — X
Zys s <0
Ts

s=1
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In other words, any change in the alocation must have a negative average change. Let us consider for
example the parking lot scenario with n, = 1 for al s. Isthe max-min fair allocation proportionally fair ?

To get the answer, remember that, for the max-min fair alocation, z; = ¢/2 for all s. Consider a new
allocation resulting from a decrease of x( equal to ¢:

Yo =5-0
ys =g5+os=1,...,1

For 0 < 5, the new alocation i/ is feasible. The average rate of changeis

Loas\ 26 2 -1)8
(Z?>‘?—%

s=1

which is positive for I > 2. Thus the max-min fair alocation for this example is not proportionally fair
for I > 2. In this example, we see that a decrease in rate for sources of type 0 is less important than the
corresponding increase which is made possible for the other sources, because the increase is multiplied by
the number of sources. Informally, we say that proportional fairness takes into consideration the usage of
network resources.

Now we derive a practical result which can be used to compute a proportionally fair allocation. To that end,
we interpret the average rate of changeas V.Jz - (i — ), with

J(@) = Zln(ms)

Thus, intuitively, a proportionally fair allocation should maximize J.

Theorem 31.2.3. There exists one unique proportionally fair allocation. It is obtained by maximizing
J(Z) =), In(z,) over the set of feasible allocations.

Proof: Wefirst prove that the maximization problem has a unique solution. Function J is concave, as a
sum of concave functions. The feasible set is convex, asintersection of convex sets, thus any local maximum
of J isan absolute maximum. Now .J is strictly concave, which means that

if 0 < o < 1then J(aZ + (1 — a)y) < aJ(Z) + (1 — ) J(9)
This can be proven by studying the second derivative of the restriction of J to any linear segment. Now a

strictly concave function has at most one maximum on a convex set (Chapter ?7?).

Now J is continuous and the set of feasible alocations is compact (because it is a closed, bounded subset
of R®). Thus J has at |east one maximum over the set of feasible allocations.

Combining all the arguments together proves that J has exactly one maximum over the set of feasible
alocations, and that any local maximum is also exactly the global maximum.

Then for any & such that Z + ¢ isfeasible,

. - 1ts - -
J(T+0) = J(F) = VJz- 0+ 3 6V2JTz0 + o(||6][%)

Now by the strict concavity, V2.J; is definite negative thus
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1t 2 -
5 SV2Jz0 4+ o(]|6]?) <0

for ||4]| small enough.
Now assume that Z is a proportionally fair allocation. This means that

V(J)z-6<0
and thus J has alocal maximum at &, thus also a global maximum. This also shows the uniqueness of a
proportionally fair allocation.

Conversely, assume that J has a global maximum at , and let ¢/ be some feasible alocation. Call D the
average rate of change:
D=vV(J)z (j— %)
Since the feasible set is convex, the segment [z, ] is entirely feasible, and
D— lim J(Z+t(y—12)) — J(Z)
t—0+ t
and thus D < 0. O

Example Let usapply Theorem 31.2.3 to the parking lot scenario. For any choice of z(, we should set x;
such that
noxo +nx; =c, i =1,...,1
otherwise we could increase z; without affecting other values, and thusincrease function .J. The value of g
isfound by maximizing f(zo), defined by
I

f(xo) =npln(xg) + Z n;(In(c — npzy) — In(n;))

i=1
overtheset 0 < zg < n—co The derivative of f is

I
1o 1o

flao) = 22— 03,
i) C — NpXo i—1

After some algebra, we find that the maximum is for
C

g =

S om
i=0 Thi
and
C — Npxo
Ty = ——
N4
For example, if n; = 1forali=0,...,1, weobtain;
_ C
o =141
.l
Ti =711

Compare with max-min fairness, where, in that case, the alocation is 5 for all rates. We see that sources of
type 0 get asmaller rate, since they use more network resources.

The concept of proportional fairness can easily extended to rate proportional fairness, where the alocation
maximizes aweighted sum of logarithms [11].



31.2. FAIRNESS 11

31.2.3 Utility Approach to Fairness

Proportional fairnessis an example of a more general fairness concept, called the “ utility” approach, which
is defined as follows. Every source s has a utility function us where u,(z5) indicates the value to source s
of having rate x ;. Every link [ (or network resource in general) has a cost function g;, where g;(f) indicates
the cost to the network of supporting an amount of flow f onlink [. Then, a*“ utility fair” alocation of rates
is an alocation which maximizes H (&), defined by

S

L
H(f) = Z:lus(-rs) - ;gl(fl)

s=

with f; = 325 A; ,x,, over the set of feasible allocations.

Proportional fairness correspondsto us = In for all s, and g;(f) = 0 for f < ¢, gi(f) = oo for f > ¢.
Rate proportional fairness corresponds to us(zs) = ws In(x,) and the same choice of g;.

Computing utility fairness requires solving constrained optimization problems; areferenceis[21].

31.2.4 Max Min Fairnessasa limiting case of Utility Fairness

We show in this section that max-min fairnessisthe limiting case of autility fairness. Indeed, we can define
a set of concave, increasing utility functions f,,,, indexed by m € R* such that the allocation z™ which
maximizes 1, f.(z;) over the set of feasible allocations converges towards the max-min fair allocation.

The proof is acorrect version of the ideas expressed in [18] and later versions of it.
Let f,, beafamily of increasing, concave functions defined on R*. Assume that, for any fixed numbers =

and 4,

li — = 1.12
m-s oo fm(z +90) 0 (31.12)

The assumption on f,,, issatisfied if f,,, isdefined by

fm(@) =c—g(z)"

where ¢ is a constant and ¢ is a differentiable, decreasing, convex and positive function. For example,

consider fn,(z) =1 — .

Define ™ the unique allocation which maximizes Zle fm(z;) over the set of feasible allocations. Thus
2™ isthe fair alocation of rates, in the sense of utility fairness defined by f,,,. The existence of this unique
allocation follows from the same reasoning as for Theorem 31.2.3.

Theorem 31.2.4. The set of utility-fair allocatiorz™ converges towards the max-min fair allocationras
tends to+oo.

We start with a definition and alemma

Definition 31.2.4. We say that a vectof is an accumulation point for a set of vectars, indexed by
m € RT if there exists a sequenee,,n € N, withlim,, . o, m,, = +oc andlim,,_, o, ™" = Z.

Lemma31.2.1. If £* is an accumulation point for the set of vectafs, thenz™ is the max-min fair alloca-
tion.
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Proof of Lemma:  We give the proof for the case where A;; € {0, 1}; in the general case the proof is
similar We proceed by contradiction. Assumethat z* is not max-min fair. Then, from Theorem 31.2.1, there
is some source i which has no bottleneck. Call I.; the set (possibly empty) of saturated links used by 4, and
L, the set of other links used by 7. For every link | € L;, we can find some source o (1) which uses [ and
suchthat 7 ) > 7. Define d by

1 : . * * : —%
§ = ¢ min {lrggll(%a) — ), min(q — (AZ )z)}

The term ¢; — (AZ™); in the last part of the expression is the unused capacity on link I. We aso use the
convention that the minimum of an empty set is +oo.

From the convergence of 2™~ to *, we can find some nq such that, for all n > ny and for all j we have
. 0 < g < gk 0 31.13
Tj -7 =7 _$j+f (31.13)

where [ isthe number of sources. Now we construct, for all n > ng, an dlocation ™ which will lead to a
contradiction. Define
yp = @yt 40
Yoy = g —oforlely

y; = zj™ otherwise
We prove first that the allocation 4" is feasible. Firstly, we show that the rates are non-negative. From
Equation (31.13), we have, for al [ € L,

ze

> g* 0 >zt 5
Loty = To) = 7 = To) ~
thus, from the definition of 4:
This showsthat ;' > 0 for all ;.

Secondly, we show that the total flow on every link is bounded by the capacity of the link. We need to
consider only the case of links! € (Ly U Lg). If I € L; then

(Ay") < (AZ™"); + 6 — 6 = (AT™"),
thus the condition is satisfied. Assume now that | € L. We have then
(Ay") = (AZ™"); + 6
Now, from Equation (31.13)
(AZ™ ) < (AZ") + I% = (AZ"); + 0

Thus, from the definition of ¢:
(Ay") < (AZ") +25 < c
which ends the proof that " is afeasible alocation.

Now we show that, for n large enough, we have a contradiction with the optimality of z™~. Consider the
expression A defined by
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A=Y (Fun W) = 5

From the optimality of 2, we have: A < 0.
Now

A= fona @ 4+6) = Fona 07) 4 30 (Fona @ = 6) = Fona(277))

lely
From the theorem of intermediate values, there exist numbers ¢} such that
{ zpm < <al'™ 40
S (27" +6) = fny (2"") = [, (c})0

where f/, isthe right-derivative of f,,,. Combining with Equation (31.13) we find

]
c?ﬁa:f%—f—i-dgxf—i—% (31.15)

Similarly, there exist some numbers cg(l) such that

:1;;”(*[) —6<cho<alms
fmn (x;nﬁ) - 5) - fmn (x;n(ll)) = *f;nn (CZ(Z))CS

and combining with Equation (31.13) we find also

Thus

A= (f;%(cm =3 o <c2m>)

lely

Now f/, iswide-sense decreasing (f,, isconcave) thus, combining with Equations (31.15) and (31.16):

I (xF 4 20)

> ! * o !/ * — ! * _ mn [

A>6(fr, (@) +26) = M), (x; +38)) =6f, (w7 + 26) <1 M—T,nn ar +30)

where M isthe cardinal of set L. Now from Equation (31.12), the last term in the above equation tends

to 1 asn tendsto infinity. Now f/, > 0 from our assumptions thus, for n large enough, we have A > 0,
which is the required contradiction.

Proof of Theorem:  The set of vectors ™ isin acompact (= closed + bounded) subset of R; thus, it has
at least one accumulation point. From the uniqueness of the max-min fair vector, it follows that the set of
vectors £ has a unique accumulation point, which is equivalent to saying that

lim " =2*
m—-+00
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31.3 Different forms of congestion control

We can consider that there are three families of solutions for congestion control.

Rate Based: Sources know an explicit rate at which they can send. The rate may be given to the source
during a negotiation phase; thisisthe case with ATM or RSVP. In such cases, we have a network with
reservation. Alternatively, the rate may be imposed dynamically to the source by the network; this
is the case for the ABR class of ATM. In such cases we have a best effort service (since the source
cannot be sure of how long a given rate will remain valid), with explicit rate. In the example of the
previous section, source 1 would obtain arate not exceeding 10 kb/s.

Hop by Hop: A source needs some feedback from the next hop in order to send any amount of data. The
next hop also must obtain some feedback from the following hop and so on. The feedback may be
positive (credits) or negative (backpressure). In the simplest form, the protocol is stop and go. In the
example of the previous section, node X would be prevented by node Y from sending source 2 traffic
at arate higher than 10kb/s; source 2 would then be throttled by node X. Hop by hop control is used
with full duplex Ethernets using 802.3x frames called “Pause” frames.

End-to-end: A source continuously obtains feedback from all downstream nodes it uses. The feedback is
piggybacked in packets returning towards the source, or it may simply be the detection of a missing
packet. Sources react to negative feedback by reducing their rate, and to positive feedback by increas-
ing it. The difference with hop-by-hop control is that the intermediate nodes take no action on the
feedback; all reactions to feedback are left to the sources. In the example of the previous section,
node Y would mark some negative information in the flow of source 2 which would be echoed to the
source by destination D2; the source would then react by reducing the rate, until it reaches 10 kb/s,
after which there would be no negative feedback. Alternatively, source 2 could detect that a large
fraction of packetsis lost, reduce its rate, until there is little loss. In broad terms, this is the method
invented for Decnet, which is now used after some modification in the Internet.

In the following section we focus on end-to-end contral.

31.4 Max-min fairnesswith fair queuing

Consider a network implementing fair queuing per flow. Thisis equivalent to generalized processor sharing
(GPS) with equal weights for all flows. With fair queuing, al flows that have data in the node receive an
equal amount of service per time slot.

Assume all sources adjust their sending rates such that there is no loss in the network. This can be imple-
mented by using a diding window, with a window size which is large enough, namely, the window size
should be as large as the smallest rate that can be allocated by the source, multiplied by the round trip time.
Initially, a source starts sending with alarge rate; but in order to sustain the rate, it has to receive acknowl-
edgements. Thus, finally, the rate of the source islimited to the smallest rate allocated by the network nodes.
At the node that allocates this minimum rate, the source has a rate which is as high as the rate of any other
sources using this node. Following this line of thoughts, the alert reader can convince herself that this node
is a bottleneck link for the source, thus the alocation is max-min fair. The detailed proof is complex and is
givenin[g].
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Proposition 31.4.1. A large sliding window at the sources plus fair queuing in the nodes implements max-
min fairness.

Fixed window plusfair queuing is a possible solution to congestion control. It isimplemented in some (ol d)
proprietary networks such as IBM SNA.

Assume now that we relax the assumption that sources are using a window. Assume thus that sources send
at their maximum rate, without feedback from the network, but that the network implements fair queuing
per flow. Can congestion collapse occur asin Section 31.1.17?

Let us start first with a simple scenario with only one network link of capacity C. Assume there are N
sources, and the only constraint on source 7 is a rate limit ;. Thus, sources for which r; < % have a
throughput equal to r; and thus experience no loss. If some sources have arate r; < % then there is some
extra capacity which can will be used to serve the backlog of other sources. This distribution will follow the
algorithm of progressive filling, thus the capacity will be distributed according to max-min fairness, in the
case of a single node

In the multiple node case, things are not as nice. Consider the following example. The network is as on
Figure 31.1. Thereis 1 source at S1, which sends traffic to D1. There are 10 sources at S2, which al send
traffic to D2. Nodes X and Y implement fair queuing per flow. Capacities are :

e 11 Mb/sfor link X-Y

e 10 Mb/sfor link Y-D1
e 10 Mb/sfor link Y-D1

Every source receives 1 Mb/s at node X. The S1- source keepsits share at Y. Every S2 source experiences
90% lossrate at Y and has afinal rate of 0.1 Mb/s.

Thusfinally, the useful rate for every sourceis

e 1 Mb/sfor asourceat S1

e 1 Mb/sfor asource at S2
The max-min fair shareis

e 10 Mb/sfor asource at S1
e 0.1 Mb/sfor asource at S2

However, we can say that if al nodesin a network implement fair queuing per flow, the throughput for any

source s is at least min{ such that [ € s%, where C; is the capacity of link I, and V; is the number of
active sources at node [. Thisimplies that congestion collapses as described earlier is avoided.

315 Additiveincrease, Multiplicative decrease

End-to-end congestion control in packet networksis based on binary feedback and the adaptation mechanism
of additive increase, multiplicative decrease. We describe here a motivation for this approach. It comes from
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the following modeling, from [4]. Unlike the fixed window mentioned earlier, binary feedback does not
require fair queuing, but can be implemented with FIFO queues. This is why it is the preferred solution
today.

Assume [ sources, labeledi = 1, ..., I send data at a time dependent rate z;(¢), into a network constituted
of one buffered link, of rate c. We assume that time is discrete (¢t € N), and that the feedback cycle lasts
exactly one time unit. During one time cycle of duration 1 unit of time, the source rates are constant, and the
network generates a binary feedback signal y(¢) € {0, 1}, sent to all sources. Sources react to the feedback
by increasing the rate if y(¢) = 0, and decreasing if y(¢) = 1. The exact method by which thisis done is
called the adaptation algorithm. We further assume that the feedback is defined by

1

y(t) = [if (Z x;(t) < c¢) then 0 else 1]
i=1

The vaue ¢ is the target rate which we wish the system not to exceed. At the same time we wish that the
total traffic be as close to ¢ as possible.

We are looking for a linear adaptation algorithm, namely, there must exist constants ug, u1 and vg, v1 such
that

.Ti(t + 1) = Uy(t)$i(t) + Vy(t) (3117)

We want the adaptation algorithm to converge towards a fair alocation. In this simple case, there is one
single bottleneck and all fairness criteriaare equivalent. At equilibrium, we should have z; = 7. However, a
simple adaptation algorithm as described above cannot converge, but in contrast, oscillates around the ideal
equilibrium.

We now derive a number of necessary conditions. First, we would like the rates to increase when the feed-
back is 0, and to decrease otherwise. Call f(t) = Zle x;(t). We have

@ +1) =y f(t) + vy (31.18)
Now our condition implies that, for all f > 0:
U()f + vg > f

and
urf+v < f

This gives the following necessary conditions

or (31.19)

up <1 andwv; <0
up =1 andwv; <0

and

or (31.20)

up>1 andwvg >0
up=1 andwvg >0
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The conditions above imply that the total rate f(¢) remains below ¢ until it exceeds it once, then returns
below c. Thusthe total rate f(¢) oscillates around the desired equilibrium.

Now we also wish to ensure fairness. A first step is to measure how much a given rate allocation deviates
from fairness. We follow the spirit of [4] and use as a measure of unfairness the distance between the rate
alocation # and its nearest fair alocation I1(Z), where I is the orthogonal projection on the set of fair
allocations, normalized by the length of the fair alocation (Figure 31.6). In other words, the measure of

Figure 31.6: The measure of unfairness is tan(«). The figure shows the effect on fairness of an
increase or a decrease. The vector 1 is defined by 1, = 1 for all 4.

unfairnessis . .
_|lF =@

1) = @)

I )
with I1(Z); = Z%”” and the norm is the standard euclidian norm defined by ||i7]| = />"1_, y? for all 7.

Now we can study the effect of the linear control on fairness. Figure 31.6) illustrates that: (1) when we
apply amultiplicative increase or decrease, the unfairness is unchanged; (2) in contrast, an additive increase
decreases the unfairness, whereas an additive decrease increases the unfairness.

We wish to design an algorithm such that at every step, unfairness decreases or remains the same, and
such that in the long term it decreases. Thus, we must have v; = 0, in other words, the decrease must be
multiplicative, and the increase must have a non-zero additive component. Moreover, if we want to converge
as quickly as possible towards, fairness, then we must have vy = 0. In other words, the increase should be
purely additive. In summary we have shown that:

Fact 31.5.1. Consider a linear adaptation algorithm of the form in Equation 31.17. In order to satisfy
efficiency and convergence to fairness, we must have a multiplicative decrease (mamelyandv; < 0)

and a non-zero additive component in the increase (namgly; 1 andvg > 0). If we want to favour a
rapid convergence towards fairness, then the increase should be additive only (namely,andvy > 0).

Thisfact has lead to the rule of additive increase, multiplicative decrease which is widely accepted in com-
munication networks.
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Let us now consider the dynamics of the control system, in the case of additive increase, multiplicative
decrease. From Formula 31.18 we see that the total amount of traffic oscillates around the optimal value c.
In contrast, we see on the numerical examples below that the measure of unfairness convergesto 0 (Thisis
always true if the conclusions of Fact (31.5.1) are followed; the proof is left as an exercise to the reader).
Figure 31.7 shows some numerical simulations.

The figure also shows a change in the number of active sources. It should be noted that the value of u;
(the multiplicative decrease factor) plays an important role. A value close to 1 ensures smaller oscillations
around the target value; in contrast, asmall value of u; can react faster to decreasesin the avail able capacity.

Source 1
iy 1]

T —

-

Tot al
Rat e

Source 2 i Source 3

-
: &

)WWIMIW’

[ 1= ioa ] Je=3

L1 aGsa FEE ] EL ] L] 198 158 i

Figure 31.7: Numerical simulations of additive increase, multiplicative decrease. There are three
sources, with initial rates of 3 Mb/s, 15 Mb/s and 0. The total link rate is 10 Mb/s. The third source
is inactive until time unit 100. Decrease factor = 0.5; increment for additive increase: 1 Mb/s. The
figure shows the rates for the three sources, as well as the aggregate rate and the measure of
unfairness. The measure of unfairness is counted for two sources until time 100, then for three
sources.

Lastly, we must be aware that the analysis made here ignores the impact of variable and different round trip
times.

31.6 The fairness of additive increase, multiplicative decrease with FIFO
queues

A complete modeling is very complex because it contains both a random feedback (under the form of
packet loss) and a random delay (the round trip time, including time for destinations to give feedback). In
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this section we consider that all round trip times are constant (but may differ from one source to another).
The fundamental tool isto produce an ordinary differential equation capturing the dynamics of the network,

31.6.1 A smplified model

Callz;(t) the sending rate for source i. Call ¢, ; the nth rate update instant for source 7, and let E,, ; be the
binary feedback: E,,; = 1 is a congestion indication; otherwise E,, ; = 0. Call 1 — n; the multiplicative
decrease factor and r; the additive increase component. The source reacts as follows.

T(tnt1,i) = Eni(l —ni)x(tn:) + (1 — Eng)(2(tn) +14)
which we can rewrite as
T(tnt1,i) — T(tni) =7 — Eni (0iw(tn) + i)

If some cases, we can approximate this dynamic behaviour by an ordinary differential equation (ODE). The
idea, which was developed by Ljung [13] and Kushner and Clark [12], isthat the above set of equationsisa
discrete time, stochastic approximation of a differential equation. The ODE is obtained by writing

dd“'ﬂti = expected rate of change given the state of all sourcesat timet
= expected change divided by the expected update interval

The result of the method is that the stochastic system in Equation ?? converges, in some sense, towards an
attractor of the ODE in Equation ??, under the condition that the ODE has only one attractor [1]. An attractor
of the ODE isavector 2 = (x}) towards which the solution converge, under appropriate initial conditions.
The convergence is for 7; and r; tending to 0. Thus the results in this section are only asymptotically true,
and must be verified by simulation.

Back to our model, call ;(t, ¥) the expectation of E,, ;, given a set of rates #; also call u;(t) the expected
update interval for sourcei. The ODE is:

doi i — it 2(1)) (L= niwi(t) + ri)
dt u;(t)

(31.21)

We first consider the original additive increase, multiplicative decrease algorithm, then we will study the
special case of TCP.

31.6.2 Additive Increase, Multiplicative Decrease with one Update per RTT

We assume that the update interval isa constant ; equal to the round trip time for source i. Thus

uz(t) = T;
The expected feedback 1; is given by
L
pi(t, B(t) = 72i(t) > qu(fi(t) Ar (31.22)
=1

with fi(t) = Z§:1 Ay jxi(t). Intheformula, f;(t) representsthetotal amount of traffic flow onlink 7, while
A; ; isthe fraction of traffic from source ¢ which uses link . We interprete Equation (31.22) by assuming
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that g;(f) isthe probability that a packet is marked with afeedback equal to 1 (namely, a negative feedback)
by link I, given that the traffic load on link [ is expressed by the real number f. Then Equation (31.22)
simply gives the expectation of the number of marked packets received during one time cycle by source i.
This models accurately the case where the feedback sent by a link is quasi-stationary, as can be achieved
by using active queue management such as RED (see later). This also assumes that the propagation time is
large compared to the transmission time.

Putting all this together we obtain the ODE:

L
dl‘i T
G = g @it ) lZ;Ql(fl)Al,i (31.23)
with
I
=) Az (31.24)
7j=1

In order to study the attractors of this ODE, we identify a Lyapunov for it [17]. To that end, we follow [11]
and [7] and note that

L 0 < Blelt)
;mm%igg@wza;

where GG; isaprimitive of g; defined for example by

and

We can then rewrite Equation (31.23) as

i xi(ri + niz;) {Tiﬂfi(ri ) oz, } (31.25)

Consider now the function .J 4 defined by
Ja@) =) élxi) - G(7) (31.26)

with
ridu 1 T;

z;
o(xi) = / — = —log
( Z) 0 Tiu(m— + mu) Ti T + 1%

then we can rewrite Equation (31.25) as

dx 3
dt

= (i + i) aJA@) (31.27)
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Now it is easy to see that J4 is strictly concave and therefore has a unique maximum over any bounded
region. It follows from this and from Equation (31.27) that .J4 is a Lyapunov for the ODE in (31.23), and
thus, the ODE in (31.23) has a unique attractor, which isthe point where the maximum of J, isreached. An
intuitive explanation of the Lyapunov is as follows. Along any solution Z(¢) of the ODE, we have

d 0J 4 dx; . 0Ja
—JA Z 1, o Zfﬁz i + nix;) (8—z>

Thus J 4 increases along any solution, thus solutions tend to converge towards the unique maximum of J4.

This shows that the rates x;(¢) converge at equilibrium towards a set of value that maximizes .J 4 (%), with
J 4 defined by

1 -
Z ; TZ + 771331 a G(x)

=1

Interpretation In order to interpret the previous results, we follow [11] and assume that, calling ¢; the
capacity of link /, the function g; can be assumed to be arbitrarily close to 4.,, in some sense, where

de(f)=0if f <cand d.(f) =4o0if f>¢

Thus, at the limit, the method in [11] finds that the rates are distributed so as to maximize

S 1 X
i@ =3 brog T

— T Ti + 1T
subject to the constraints

I
Z Apjr; < ¢ foralll
j=1
We can learn two things from this. Firstly, the weight given to z; tendsto — log 7; as z; tendsto +oo. Thus,
the distribution of rates will tend to favor small rates, and should thus be closer to max-min fairness than to

proportional fairness. Secondly, the weight isinversely proportional to the round trip time, thus flows with
large round trip times suffer from a negative bias, independent of the number of hops they use.

31.6.3 Additive Increase, Multiplicative Decrease with one Update per Packet

Assume now that a source reacts to every feedback received. Assume that losses are detected immediately,
either because the timeout is optimal (equal to the roundtrip time), or because of some other clever heuristic.
Then we can use the same analysis as in the previous section, with the following adaptations.

The ODE is still given by Equation (31.21). The expected feedback is now simply equal to the probability
of a packet being marked, and is equal to

L
= Zgl(fl)Al,z’
=1
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The average update interval is now equal to xi Thusthe ODE is

L
d{L‘i
- = Tt = 2i(ri + ) Z ai(fi) A (31.28)
which can also be written as
= x;(1; i Lq — 1.2
dt zi(r +77;r){ i+ i ox; } (31.29)

Thus a Lyapunov for the ODE is

I
Jp(Z) = Z % log(ri +miwi) — G(7)

=1

Thus, inthelimiting case where the feedback expectation iscloseto aDirac function, therates are distributed

S0 as to maximize ;

— T
Fp(%) = Z — log(r; + miz;)
i=1 1"

subject to the constraints
I

> Az < foralll

j=1
The weight given to z; is close to log(n;x;) (= log x; + aconstant) for large z;, and is larger than log(n;x;)
in al cases. Thus, the distribution of rates is derived from proportional fairness, with a positive bias given
to small rates. Contrary to the previous case, thereis no bias against long round trip times.

We will study in Section 32.1 on page 23 the case of TCP.



Chapter 32

Congestion Control for Best Effort: I nternet

In this chapter you learn how the theory of congestion control for best effort is applied in the Internet.

e congestion control algorithmsin TCP
e the concept of TCP friendly sources

e random early detection (RED) routers and active queue management

32.1 Congestion control algorithms of TCP

We have seen that it is necessary to control the amount of traffic sent by sources, evenin abest effort network.
In the early days of Internet, a congestion collapse did occur. It was due to a combination of factors, some
of them were the absence of traffic control mechanisms, as explained before. In addition, there were other
aggravating factors which led to “avalanche” effects.

o |P fragmentation: if IP datagrams are fragmented into several packets, the loss of one single packet
causes the destination to declare the loss of the entire datagram, which will be retransmsitted. Thisis
addressed in TCP by trying to avoid fragmentation. With 1Pv6, fragmentation is possible only at the
source and for UDP only.

e Go Back n at full window size: if a TCP sender has alarge offered window, then the loss of segment
n causes the retransmission of all segments starting from n. Assume only segment n was lost, and
segmentsn + 1,...,n + k are stored at the receiver; when the receiver gets those segments, it will
send an ack for all segmentsup ton+ k. However, if the window islarge, the ack will reach the sender
too late for preventing the retransmissions. This has been addressed in current versions of TCP where
all timers are reset when one expires.

e In general, congestion trandates into larger delays as well (because of queue buildup). If nothing is
done, retransmission timers may become too short and cause retransmissions of data that was not yet
acked, but was not yet lost. This has been addressed in TCP by the round trip estimation algorithm.

Congestion control has been designed right from the beginning in wide-area, public networks (most of them
are connection oriented using X.25 or Frame Relay), or in large corporate networks such as IBMOs SNA.

23
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It came as an afterthought in the Internet. In connection oriented network, congestion control is either hop-
by-hop or rate based: credit or backpressure per connection (ATM LANS), hop-by-hop sliding window per
connection (X.25, SNA); rate control per connection (ATM). They can also use end-to-end control, based on
marking packets that have experienced congestion (Frame Relay, ATM). Connectionless wide area networks
al rely on end-to-end control.

In the Internet, the principles are the following.

e TCPisused to control traffic
e therate of a TCP connection is controlled by adjusting the window size
e additive increase, multiplicative principleis used

¢ thefeedback from the network to sourcesis packet loss. It isthus assumed that packet loss for reasons
other than packet dropping in queues is negligible. In particular, al links should have a negligible
error rate.

The mechanisms are described below. For more detail, the source is RFC 2001 and the TCP Reno imple-
mentation.

Oneimplication of these design decision isthat only TCP traffic is controlled. The reasonisthat, originaly,
UDP was used only for short transactions. Applications that do not use TCP have to either be limited to
LANSs, where congestion is rare (example: NFS) or have to implement in the application layer appropriate
congestion control mechanisms (example: audio or video applications). We will see later what is done in
such situations.

Only long lasting flows are the object of congestion control. There is no congestion control mechanism for
short lived flows.

Note that there are other forms of congestion avoidance in a network. One form of congestion avoidance
might also performed by routing algorithms which support load sharing; this is not very much used in the
Internet, but is fundamental in telephone networks.

ICMP source quench messages can aso be sent by arouter to reduce the rate of a source. However, thisis
not used significantly and is not recommended in general, asit addstraffic in aperiod of congestion.

In another context, the synchronization avoidance algorithm (Module M3) is also an example of congestion
avoidance implemented outside of TCP.

32.1.1 Congestion Window

Remember that, with the dliding window protocol concept (used by TCP), the window size W (in bits or
bytes) is equal to the maximum number of unacknowledged data that a source may send. Consider a system
where the source has infinite data to send; assume the source uses a FIFO as send buffer, of size /. At
the beginning of the connection, the source immediately fills the buffer which is then dequeued at the rate
permitted by the line. Then the buffer can receive new data as old datais acknowledged. Let 7" be the average
time you need to wait for an acknowledgement to come back, counting from the instant the data is put into
the FIFO. This system is an approximate model of a TCP connection for asource which isinfinitely fast and
has an infinite amount of datato send. By Little's formula applied to the FIFO, the throughput 6 of the TCP
connection is given by (prove this as an exercize):
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0= T (32.1)
The delay T is egqual to the propagation and transmission times of data and acknowledgement, plus the
processing time, plus possible delays in sending acknowledgement. If T is fixed, then controlling W is
equivalent to controlling the connection rate 6. Thisis the method used in the Internet. However, in general,
T depends also on the congestion status of the networks, through queueing delays. Thus, in periods of
congestions, there is a first, automatic congestion control effect: sources reduce their rates whenever the
network delay increases, simply because the time to get acknowledgements increase. Thisis however aside
effect, which is not essential in the TCP congestion control mechanism.

TCP defines a variable called congestion window (cwnd); the window size W isthen given by
W = min(cwnd, of f er edW ndow)

Remember that of f er edW ndow is the window size advertized by the destination. In contrast, cwnd is
computed by the source.

The value of cwnd is decreased when aloss is detected, and increased otherwise. In the rest of this section
we describe the details of the operation.

A TCP connection is, from a congestion control point of view, in one of three phases.

e dsow start: after aloss detected by timeout
o fast recovery: after aloss detected by fast retransmit

e congestion avoidance: in all other cases.

The variable cwnd isupdated at phase transitions, and when useful acknowledgements are received. Useful
acknowledgements are those which increase the lower edge of the sending window.

32.1.2 Slow Start and Congestion avoidance

In order to simplify the description, we first describe an incomplete system with only two phases. slow
start and congestion avoidance. This corresponds to a historical implementation (TCP Tahoe) where losses
are detected by timeout only (and not by the fast retransmit heuristic). According to the additive increase,
multiplicative decrease principle, the window sizeis divided by 2 for every packet |0ss detected by timeout.
In contrast, for every useful acknowledgement, it isincreased according to a method described below, which
produces an additive increase.

However, there are two small subtleties. First, the principle of additive increase, multiplicative decreases as-
sumes a stationary network. In reality, network conditionsvary. Thus, it is necessary to test carefully whether
equilibrium can be reached before using the value of t wnd. Second, bursts of data might be transmitted at
the beginning of the connection, or after atimeout if the TCP implementation strictly follows the Go Back
n principle. In order to avoid this, we introduce a supplementary variable, called the target window (t wnd)
(itiscalled sst hr esh in RFC 2001). At the beginning of the connection, or after atimeout, cwnd is set
to 1 and a rapid increase based on acknowledgements follows, until cwnd reachest wnd. This forces the
source to avoid sending bursts.
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Figure 32.1: Slow Start and Congestion Avoidance, showing the actions taken in the phases and at
phase transitions.

The algorithm for computing cwnd is shown on Figure 32.1. At connection opening, t wnd has the maxi-
mum value (64K B by default, more if the window scale option is used), and cwnd is one segment. During
slow start, cwnd increases according to the exponential increase explained later. Slow start ends whenever
there is a packet loss detected by timeout or cwnd reachest wnd. During congestion avoidance, cwnd de-
creases according to the additive increase explained later. When a packet loss is detected by timeout, t wnd
isdivided by 2 and slow start is entered or re-entered, with cwnd set to 1.

Note that t wnd and cwnd are equal in the congestion avoidance phase.

Figure 32.2 shows an example built with data from [3]. Initially, the connection congestion state is slow-
start. Then cwnd increases from one segment size to about 35 KB, (time 0.5) at which point the connection
waits for a missing non duplicate acknowledgement (one packet is lost). Then, at approximately time 2, a
timeout occurs, causing t wnd to be set to half the current window, and cwnd to be reset to 1 segment size.
Immediately after, another timeout occurs, causing another reduction of t wnd to 2 x segnent si ze and
of cwnd to 1 segment size. Then, the slow start phase ends at point A, as one acknowledgement received
causes cwnd to equal t wnd. Between A and B, the TCP connection is in the congestion avoidance state.
cwnd and t wnd are equal and both increase slowly until a timeout occurs (point B), causing a return
to slow start until point C. The same pattern repeats later. Note that some implementations do one more
multiplicative increase when cwnd has reached the value of t wnd.

The dow start and congestion avoi dance phases use three algorithms for decrease and increase, as shown on
Figure 32.1.

1. Multiplicative Decrease for t wnd

0.5 * mn (current w ndow si ze)
max (twnd, 2 * segnent size)

t wnd
t wnd

2. Additive Increase for t wnd
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Figure 32.2: Typical behaviour with slow start and congestion avoidance, constructed with data from
[3]. It shows the values of t wnd and cwnd.

for every useful acknow edgenent received :
twnd = twnd + (segnment size) * (segnent size) / twnd
twnd = min (twnd, nmaxi num wi ndow Si ze)

3. Exponentia Increase for cwnd

for every useful acknow edgenent received :
cwnd = cwnd + (segnent size)
if (cwnd == twnd) then nove to congestion avoi dance

In order to understand the effect of the Additive Increase algorithm, remember that TCP windows are
counted in bytes, not in packets. Assume that t wnd = w segnent si ze, thus w is the size counted
in packets, assuming al packets have a size equal to segnment si ze. Thus, for every acknowledgement
received, t wnd /segnent si ze isincreased by 1/w, and it takes a full window to increment w by one.
This is equivalent to an additive increase if the time to receive the acknowledgments for a full window is
constant. Figure 32.3 shows an example.

Note that additive increase is applied during congestion avoidance, during which phase we have t wnd =
cwnd.

The Exponential Increase agorithm is applied during the slow start phase. The effect is to increase the
window size until t wnd, aslong as acknowledgements are received. Figure 32.4 shows an example.

Finally, Figure 32.5 illustrates the additive increase, multiplicative decrease principle and the role of slow
start. Theterm “slow start” ismidleading: it isin reality aphase of rapid increase; the ow increaseis during
congestion avoidance.
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Figure 32.3: The additive increase algorithm.
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Figure 32.4: The exponential increase algorithm for cwnd.
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additive increase B
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Figure 32.5: Additive increase, Multiplicative decrease and slow start.

32.1.3 Fast Recovery

As mentioned earlier, the full specification for TCP involves a third state, called Fast Recovery, which
we describe now. Remember from the previous section that when a loss is detected by timeout, the target
congestion window size t wnd is divided by 2 (Multiplicative Decrease for t wnd) but we also go into the
slow start phase in order to avoid bursts of retransmissions.

However, this is not very efficient if an isolated loss occurs. Indeed, the penalty imposed by slow start is
large; it will take about log n round tripsto reach the target window sizet wnd, wheren =t wnd /segnent  si ze.
Thisisin particular to severeif thelossisisolated, corresponding to amild negative feedback. Now with the
current TCP, isolated |osses are assumed to be detected witand repaired with the Fast Retransmit procedure.

Therefore, we add a different mechanism for every loss detected by Fast Retransmit. The procedure is as
follows.

e when alossisdetected by Fast Retransmit (triplicate ack), then run Multiplicative Decrease for t wnd
as described in the previous section.
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e Then enter a temporary phase, called Fast Recovery, until the loss is repaired. When entering this
phase, temporarily keep the congestion window high in order to keep sending. Indeed, sincean ack is
missing, the sender is likely to be blocked, which is not the desired effect:

cwnd = twnd + 3 *seg /* exponential increase */
cwnd = m n(cwnd, 65535)
retransmit m ssing segnent (say n)

e Then continue to interprete every received ack as a positive signal, at least until the lost is repaired,
running the exponential increase mechanism:

duplicate ack received ->
cwnd = cwnd + seg /* ex-
ponential increase */
cwnd = min(cwnd, 65535)
send following segnents n+k+1 if wn-
dow al | ows

ack for segnent n received ->
go into to cong. avoi dance

Figure 32.6 shows an example.

Bytes twn
¥ “d A F
60-F BCD E
30T
0 | | I | | >
0 1 2 3 4 5 6
’ seconds
cwnd

Figure 32.6: A typical example with slow start (C-D) and fast recovery (A-B and E-F), constructed
with data from [3]. It shows the values of t wnd and cwnd.

If we combine the three phases described in this and the previous section, we obtain the complete diagram,
shown on Figure 32.7.
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Figure 32.7: Slow Start, Congestion Avoidance and Fast Retransmit showing the phase transitions.

32.1.4 Thefairnessof TCP

In this section we determine the fairness of TCP, assuming all round trip times are constant. We can apply
the analysisin Section 31.6 and use the method of the ODE.

TCP differs dlightly from the plain additive increase, multiplicative decrease agorithm. Firstly, it uses a
window rather than a rate control. We can approximate the rate of a TCP connection, if we assume that
transients due to slow start and fast recovery can be neglected, by =(t) = %, where w is equal to cwnd
and 7 isthe round trip time, assumed to be constant. Secondly, the increasein rateis not strictly additive; in
contrast, the window is increased by % for every positive acknowledgement received. The increase in rate
at every positive acknowledgement is thus equal to w—KT = m2 = where K isaconstant. If the unit of dataiis
the packet, then K = 1; if the unit of datais the bit, then i = L?, where L isthe packet length in bits.

In the sequel we consider some variation of TCP where the window increase is still given by % , but where
K isnot necessarily equal to 1 packet?.

We use the same notation as in Section 31.6 and call z;(t) the rate of source i. We assume that all sources
have the same packet Iength thusthe constant K isindependent of the source number ;. The ODE isobtained
by substituting r; by = in Equation (31.28) on page (22):

L
e Rl e +m Z (F) AL (322)
which can also be written as
Ki
dri _ (& + nixd) e 9G(3) (32.3)
a 72 i 77; + 22 0x; .

This shows that the rates x;(¢) converge at equilibrium towards a set of value that maximizes J¢ (&), with
Jo defined by
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Z —arct an
— T i

Thus, inthelimiting case where the feedback expectation iscloseto aDirac function, therates are distributed

S0 asto maximize
I
1 KZ T;T;
Z —— arctan
T; K;
=1

i

- G(2) (32.4)

subject to the constraints
I

Z Apjx; < foralll
j=1

Thebiasof TCP against long round trip times If we use the previous analysis with the standard param-
eters used with TCP-Reno, we have ; = 0.5 for all sources and (the unit of datais the packet)

Ki=1

With these values, the expected rate of change (right hand side in Equation (32.2)) is a decreasing function
of ;. Thus, the adaptation agorithm of TCP contains a negative bias against long round trip times. More
precisely, the weight given to source i is

" T;T;

— arctan

T \/§

If z; is very small, then this is approximately equal to 2z;, independent of 7;. For a very large x;, it is
approximately equal to g Thus, the negative bias against very large round trip times isimportant only in
the cases where the rate allocation results into a large rate.

Note that the bias against long round trip times comes beyond and above the fact that, like with proportional
fairness, the adaptation algorithm gives less to sources using many resources. Consider for example two
sources with the same path, except for an access link which has a very large propagation delay for the
second source. TCP will give less throughput to the second one, though both are using the same set of
resources.

We can correct the bias of TCP against long round trip times by changing K;. Remember that K is such
that the window w; isincreased for every positive acknowledgement by =i Equation (32.2) shows that we
should let K; be proportional to 7. Thisisthe modification proposed in [6] and [9]. Within the limit of our
analysis, this would eliminate the non-desired bias against long round trip times. Note that, even with this
form of fairness, connections using many hops are likely to receive less throughput; but thisis not because
of along round trip time.

If we compare the fairness of TCP to proportional fairness, we see that the weight given to x; is bounded
both as z; tends to 0 or to +oo. Thus, it gives more to smaller rates than proportional fairness.

In summary, we have proven that:

Proposition 32.1.1. TCP tends to distribute rates so as to maximize the utility functipdefined in Equa-
tion (32.4).



32 CHAPTER 32. CONGESTION CONTROL FOR BEST EFFORT: INTERNET

¢ If the window increase parameter is as with TCP ReAg & 1 for all sources), then TCP has a
non-desired negative bias against long round trip times.

e If in contrast the bias is corrected (namely, the windewis increased for every positive acknowl-
2
edgement bylf%), then the fairness of TCP is a variant of proportional fairness which gives more to

smaller rates.

32.1.5 Summary and Comments

In summary for that section, we can say that the congestion avoidance principlefor the Internet, used in TCP,
is additive increase, multiplicative decrease. The sending rate of a source is governed by a target window
size t wnd. The principle of additive increase, multiplicative decrease is summarized as follows. At this
point you should be able to understand this summary; if thisis not the case, take the time to read back the
previous sections. See also Figure 32.5 for a synthetic view of the different phases.

e when aloss is detected (timeout or fast retransmit), then t wnd is divided by 2 (“Multiplicative De-
crease for t wnd”)

e In general (namely in the congestion avoidance phase), for every useful ack received, t wnd isin-
creased linearly (“Additive Increase for t wnd”)

e Just after alossis detected a specia transient phase is entered. If the loss is detected by timeout, this
phaseissow start; if thelossis detected by fast retransmit, the phaseisfast recovery. At the beginning
of a connection, the slow start phase is also entered.

During such a transient phase, the congestion window size is different from t wnd. When the tran-
sient phase terminates, the connection goes into the congestion avoidance phase. During congestion
avoidance, the congestion window sizeisequal tot wnd.

32.2 Other Mechanismsfor Congestion Control

32.2.1 TCP Friendly Applications

It can no longer be assumed that the bulk of long lived flows on the Internet is controled by TCP: think of
Internet telephony which typically uses UDP, as most interactive multimedia applications. From the previous
chapter, we know that thisis athreat to the stability of the Internet.

The solution which is advocated by the IETF isthat all TCP/IP applications which produce long lived flows

should mimick the behaviour of a TCP sour@ée say that such applications are “TCP friendly”. In other
words, all applications, except short transactions, should behave, from a traffic point of view, as a TCP
source.

How can TCP friendliness be defined more precisely for applications that do not use acknowledgements ?
The principlesisthat every TCP friendly application uses an adaptive algorithm as follows.

1. the application determines its sending rate using an adaptive algorithm
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2. the applicationsis able to provide feedback in the form of amount of lost packets; the loss ratio is the
feedback provided to the adaptive algorithm

3. inaverage, the sending rate should be the same asfor a TCP connection experiencing the same average
lossratio.

There are many possible ways to implement an adaptive algorithm satisfying the above requirements; defin-
ing such agorithmsis the object of current research.

In order to satisfy the last item, it remains to specify the sending rate for a TCP connection as a function of
the lossratio. This can be achieved by extending the modelling of Section 31.6 to cases with different round
trip times. A simpler alternative can be derived following an approximate analysis.

Proposition 32.2.1 (The TCP loss - throughput formula[16]). Consider a TCP connection with constant
round trip time7" and constant packet size assume that the network is stationary, that the transmission
time is negligible compared to the round trip time, that losses are rare and that the time spent in slow start
or fast recovery is negligible; then the average throughp(in bits/s) and the average packet loss ragio
are linked by the relation
0~ LC (32.5)
T Va

with C' = 1.22

Proof:  We consider that we can neglect the phases where t wnd is different from cwnd and we can thus
consider that the connection follows the additive increase, multiplicative decrease principle. We assume that
the network is stationary; thus the connection window size cwnd oscillates as illustrated on Figure 32.8.
The oscillation is made of cycles of duration T,. During one cycle, cwnd grows until a maximum value W,

cwnd

Figure 32.8: The evolution of cwnd under the assumptions in the proposition.

then aloss is encountered, which reduces cwnd to % Now from our assumptions, exactly afull window is
sent per round trip time, thus the window increases by one packet per round trip time, from where it follows

that
w

T() = 7T
The sending rate is approximately % It follows also that the number of packets sent in one cycle, N, is

given by
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To
N:/ W) gy 3yp2
o T 8

Now one packet islost per cycle, so the average lossratio is
g=1/N
We can extract T from the above equations and obtain

21
W =24/-—

3V
Now the average throughput is given by

mmcz¢§ m

Formula 32.5 is the basis used to design TCP friendly applications. It can be shown that the formula still
holds, though with adlightly different constant, if more realistic modelling assumptions are taken [5, 14].

TCP friendly applications are normally using the so-called “Rea Time transport Protocol” (RTP). RTPis
not a transport protocol like TCP; rather, it defines a number of common data formats used by multimedia
application. RTP comprises a set of control messages, forming the so called RTP Control Protocol (RTCP).
Itisin RTCP that feedback about packet lossratio is given. Then it is up to the application to implement a
TCP friendly rate adaptation algorithm.

For more details on RTP, see in the textbook [20] Section 10.4. See aso http://papers/tcp_friendly.html for
an origina source on TCP friendly applications.

32.2.2 Active Queue M anagement

We have said so fair that routers drop packets simply when their buffers overflow. We call thisthe “tail drop”
policy. This however has three drawbacks:

e synchronization: assumethereisaqueue buildup in the buffer. Then all sources using the buffer reduce
their sending rate and will slowly increase again (see Figure 32.8). The figureillustrates that the time
it takes for sources to reach their maximum rate isin general much larger than the round trip time. As
a consequence, after a queue buildup at a router buffer, there may be along period of reduced traffic.
Thisis an example of global synchronization. The negative effect is to reduce the long term average
utilization. It would be better to spread packet drops more randomly between sources.
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e bias against bursty sources: during a queue buildup period, abursty source may suffer several consec-
utive drops. In that case, the effect of TCP is adramatic reduction in throughput.

After all, we might think that it is good to penalize bursty sources since bursty traffic uses up more
resources in any queueing system. However, there are many cases where an initially smooth source
becomes bursty because of multiplexing effects.

e queueing delay: in the presence of bursty sources, efficient utilization of the links requires a large
buffer (several thousands of packets). Thisin turn may induce alarge delay jitter (delay jitter isdueto
the random nature of queuing times). Delay jitter is not very good for TCP applications (it increases
the RTT estimate) and isvery bad for interactive audio flows. It would be good to have smaller buffers,
but then bursty sources would suffer alot.

In order to overcome these problems, Sally Floyd hasintroduced the concept of “ active queue management”,
which we also call packet admission control. The idea is to replace tail drop by an intelligent admission
decision for every incoming packet, based on alocal algorithm. The algorithm uses a estimator of the long
term load, or queue length; in contrast, tail drop bases the dropping decision on the instantaneous buffer
occupancy only.

The specific active queue management a gorithm proposed by Sally Floyd is called “Random Early Detec-
tion” (RED). It incorporates two major ideas.

e an estimator avg of the average queue length is computed. It is updated at every packet arrival, using
an exponential smoothing.

e For every incoming packet, we could simply compute a dropping probability P, based on the value of
avg, and drop the packet randomly using the probability. However, in order to avoid repeated packet
drops, what isreally computed is (roughly speaking) the interval between packet drops. Assume P, is
constant; then there should be approximately one drop every P%b packets; thisiswhat is approximated
by the RED agorithm.

A good description of the details of the RED algorithm can be found in the textbook [20], Section 11.5.

In summary, we can think of active queue management as a mechanism to force the network to behave
closed to the fluid model used in Section 31.6 : if active queue management is used, then long-lived flows
experience a drop probability which depends only on the long term average amount of traffic present in the
network, not on the specific short term traffic statistics. Another (and probably the main) advantage is to
reduce the delay jitter, without sacrificing link utilization: the buffer is used to absorb bursts due to bursty
sources, or dueto converging flows, but in average the buffer islittle utilized.

A widespread misconception is to believe that active queue management can be used to detect misbehaving
flows, namely flows that are not TCP friendly. This is unfortunately not true. Methods for detecting and
handling misbehaving flows are the subject of ongoing research.

Active queue management can also be used to decouple packet admission from scheduling: with active
gueue management, we decide how many packets are accepted in a buffer. Then it is possible to schedule
those accepted packets differently, depending on the nature of the applications. See [10] for an example of
this.
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32.2.3 Explicit Congestion Notification

The Internet uses packet drops as the negative feedback signal for end-to-end congestion control. A more
friendly mechanism is to use a flag in acknowledgements, called explicit congestion notification. This was
used in the first implementation of the additive increase, multiplicative decrease principle pionneered by
Jain (DEC) in the Dechit. The IETF is discussing the use of ECN in the next future.

In combination with active queue management and end-to-end congestion control, ECN isable to provide a
network with practically no packet drop. This considerably increases the performance of every source.
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