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Abstract—In this work we consider the communication of
information in the presence of acausal adversarial jammer. In the
setting under study, a sender wishes to communicate a message
to a receiver by transmitting a codewordx = (x1, . . . , xn) bit-by-
bit over a communication channel. The adversarial jammer can
view the transmitted bits xi one at a time, and can change up to
a p-fraction of them. However, the decisions of the jammer must
be made in acausal manner. Namely, for each bitxi the jammer’s
decision on whether to corrupt it or not (and on how to change
it) must depend only on xj for j ≤ i. This is in contrast to the
“classical” adversarial jammer which may base its decisions on its
complete knowledge ofx. Binary channels with causal adversarial
jammers have seen recent studies in which both lower bounds
and upper bounds on their capacity is derived. In this work, we
present improved upper bounds on the capacity which hold for
both deterministic and stochastic encoding schemes.

I. I NTRODUCTION

Alice wishes to transmit a messageu to Bob over a binary-
input binary-output channel. To do so, she encodesu into a
length-n binary vectorx and transmits it over the channel.
However, the channel is controlled by a malicious adversary
Calvin who may observe the transmissions, and attempts to
jam communication by flipping up to a fractionp of the
bits Alice transmitted. Since he must act in a causal manner,
Calvin’s decisions on whether or not to flip bitxi must
be a function solely of the bitsx1, . . . , xi he has observed
thus far. This communication scenario models jamming by an
adversary who is limited in his jamming capability (perhaps
due to limited processing power or limited transmit energy)
and is causal. Thiscausality assumption is reasonable for many
communication channels, both wired and wireless, where
Calvin is not co-located with Alice. Calvin can only corrupt
a bit when it is transmitted (and thus its error is based on its
view so far). To decode the transmitted message, Bob waits
until all the bits have arrived.

Our main contribution in this work is animpossibility result
that helps make progress towards a better understanding of
the communication rates achievable against a causal adversary.
Specifically, we describe and analyze a particular jamming
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strategy of Calvin, and show that it (upper) bounds the rate
of communication no matter what coding strategy Alice and
Bob use. The jamming strategy, corresponding analysis and
resulting bound are all novel.

A. Previous and related work

Many of the following works deal with more general
channels; we mostly restrict our discussion to the binary-input
binary-output case.
Coding theory model: A very strong class of adversarial
channels is one where Calvin isomniscient – he knows Alice’s
entire codewordx prior to transmission and can tailor the
pattern of up topn bit-flips to each specific transmission. This
is the worst-case noise model studied in coding theory. For bi-
nary channels, characterizing the capacity using deterministic
codes has been an open problem for several decades. The best
known upper bound is due to McElieceet al. [1] as the solution
of an LP, and the best known achievable scheme corresponds
to codes suggested by Gilbert and Varshamov [2], [3], which
achieve a rate of1− H(2p). Improving either of these bounds
would be a significant breakthrough.
Information theory model: A much weaker class of adver-
sarial channels is one where Calvin generates coin flips in an
i.i.d. manner. The original work of Shannon [4] effectively
characterized the capacity of such channels.
Causal adversarial model: The class of channels consid-
ered in this work,i.e., that of causal adversaries, fall in
between these two extremes. In one direction this is because
a causal adversary is certainly no stronger than an omniscient
adversary, since he cannot tailor his jamming strategy to take
into account Alice’s future transmissions. Indeed, the work
of [5] indicates that (forp < H−1(1/2) ≃ 0.055) rates
strictly better than those achievable by GV codes against an
omniscient adversary are achievable against a causal adversary.
However, since it is still unknown whether GV codes are
optimal against omniscient adversaries, it is unknown whether
causal adversaries are indeed strictly weaker than omniscient
adversaries. In the other direction, prior work [6] demonstrates
definitively that a causal adversary isstrictly “stronger” than
random noise – in particular, for allp such thatH(p) < 4p
(i.e., p > 0.0157), the best rates achievable against a causal
adversary are strictly bounded away from the rate of1− H(p)
achievable against a random BSC(p). The results in [6] hold
for deterministic coding schemes, and leave the possibility of



stochastic codes in most open. In stochastic codes, Alice may
encodeu to one of several possible codewordsx ∈ {x(u, r)}),
wherer is a random source available to Alice but unknown to
either Bob or Calvin. Stochastic codes can in some scenarios
achieve rates greater than achievable via deterministic codes.

In this work, our contribution is two fold. We present
strictly tighter upper bounds than those presenting in [6], and
in addition we show that our upper bounds hold for both
deterministic and stochastic encoding.
Arbitrarily Varying Channels: The information-theoretic
arbitrarily varying channel (AVC) model captures the notion
of causality [7], however research on causal adversaries has
been left open [7], [8]. AVC models have been extended to
include channels with constraints on the adversary (such as
pn bit flips) for cases where the adversary has no access to
the codeword [9], or has access to the full codeword [10].
Delayed adversaries:A refinement of the causal adversary
model, called thedelayed adversary, was studied in [11]
and [12]. In these models, the jammer’s decision on whether to
corruptxi must depend only onxj for j ≤ i − dn for a delay
parameterd ∈ [0, 1]. The case ofd = 0 is exactly the standard
causal setting, and that ofd = 1 corresponds to the “oblivious
adversary” studied in [11]. The authors [12] showed that for
a large class of channels, the capacity for delayd > 0 equals
that of the information-theoretic AVC model.

The works most relevant to ours are those stated above and
the works [13], [14] which address computational aspects of
coding.

B. Main result

Our improved bounds are given in the following theorem,
and are depicted (in comparison with the previous bounds)
in Figure 1. As mentioned above, our bounds improve over
previous ones and hold for both stochastic codes. Letp ∈
[0, 1/4]. Consider anȳp ∈ [0, p]. Let α(p, p̄) = 1− 4(p− p̄).
In what follows, C(p) is the capacity of the causal channel
under study. For precise definitions and model see Section II.

Theorem 1.C(p) ≤ minp̄∈[0,p]

[

α(p, p̄)
(

1 − H
(

p̄
α(p,p̄)

))]

.

It can be shown that the optimum̄p is approximately
min{p, (1 − 4p)/8.4445}. Namely, for p > 0.0804, the
capacity C(p) is bounded away from1 − H(p) and for
p < 0.0804 our bound equals1 − H(p).

C. Techniques and Proof Overview

To prove Theorem 1 we must present a strategy for Calvin
that does not allow communication at rate higher thanC(p)
(no matter which encoding/decoding scheme is used by Alice
and Bob). Specifically, the strategy we present will allow
Calvin to enforce a constant probability of error bounded
away from zero whenever Alice and Bob communicate at rate
higher thanC(p). Roughly speaking, Calvin uses a two-phase
babble-and-push strategy. In the first phase ofℓ(p) channel
uses, Calvin “babbles” by behaving like a BSC(p̄) for some
p̄ chosen as a function ofp. In the second phase ofn − ℓ(p)
channel uses, Calvin randomly selects a codeword from Alice
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Figure 1. We plot all previous bounds related to the channel at hand com-
pared to our new bound. Theupper bound of [6] ismin(1 − 4p, 1 − H(p))
for p ∈ [0, 1/4] and 0 for p > 1/4 and is represented by the blue and red
lines. Thelower bound of [5] (denoted HL) is represented by the black line.
Our improved bound appears in between.

and Bob’s codebook which is consistent with what Bob has
received so far. Calvin then “pushes” the remaining part of
Alice’s codeword towards his selected codeword.

II. M ODEL

For any positive integerk, let [k] = {1, 2, . . . , k}. We
let U = [2nR] denote Alice’s message set, andU denote
the message random variable uniformly distributed inU . A
deterministic code of rate R and blocklengthn is a pair of
mapsCd = (Φ, Ψ) whereΦ : U → X n andΨ : Yn → U are
a deterministic maps. The mapΦ is called the encoder and
the mapΨ is called the decoder.

A code with stochastic encoding of rateR and blocklengthn
is a pair of mapsCs = (Φ, Ψ) whereΦ : U → X n is a random
map andΨ : Yn → U is a deterministic map. The random
mapΦ gives a probability distributionρ(·|u) onX n for every
u ∈ U . Such an encoding is equivalently represented by first
picking a random variableR from a setR (with |R| ≤ |X |n)
according to a conditional distributionρR|U(.|u), and then
using a deterministic encoder mapΦ : U × R → X n. Note
that our definition does not preclude there existing pairs(u, r)
and (u′, r′) such thatΦ(u, r) = Φ(u′, r′).

A causal adversarial strategy of blocklengthn is a sequence
of random mapsAdv = { f

(i)
C : i ∈ [n]} where f

(i)
C : X i → E

takes a code (deterministic or with stochastic encoding)C and
for each channel usei ∈ [n] uses the past and current inputs

(x1, x2, . . . , xi) to choose an actionei = f
(i)
C (x1, . . . , xi) ∈ E

at time i, with resulting outputyi = xi + ei. The strategy
obeys constraintp if ∑

n
i=1 ei ≤ pn almost surely over the

randomness in the message, encoder, and strategy. For a given
adversarial strategy and an input codewordx, the strategy



produces a (possibly random)e and the output isy = x ⊕ e.
Let PAdv(y|x) denote the probability of an outputy given
an inputx under the strategyAdv. When the blocklength is
understood from the context, letAdv(p) denote all adversarial
strategies obeying constraintp.

The (average) probability of error for a code with stochastic
encoding is given by

ε̄s = max
Adv∈Adv(p)

1

2Rn

2Rn

∑
u=1

∑
r∈R

ρ(Φ(u, r)|u)

∑
y

PAdv(y|Φ(u, r))1 (Ψ(y) 6= u) (1)

We can interpret the errors as the error in expectation over
Alice choosing a messageU = u and a codewordx = Φ(u, r)
according to the conditional distributionρ(x|u).

A rate R is achievable against a causal adversary under av-
erage error if for everyδ > 0 there exist infinitely many block
lengths{ni}, such that for eachni there is anni block length
code (with stochastic encoding) of rate at leastR and average
probability of error at mostδ. The supremum of all achievable
rates is the capacity. We denote byC(p) the capacity of the
channel corresponding to adversaries parametrized byp.

Consider a code of blocklengthn, rate R and error proba-
bility δ. We can, without loss of generality (wlog), assume that
the encoding probabilities{ρ(x|u) : x ∈ {0, 1}n, u ∈ [2nR]}
are rational. To see why this is the case, note that for any
small η > 0 we can find rational numbers{ρ̃(x|u)} such that
ρ(x|u)− η ≤ ρ̃(x|u) ≤ ρ(x|u). Now consider a code with
encoding probabilitiesq(x|u) = ρ̃(x|u) for x 6= 0 and assign
the remaining probability to0. Under the same decoder, this
code has error probability at mostδ + 2n+nRη, but sinceη
was arbitrary, the error is at most2δ.

Now, for a given stochastic code, letN be the least common
multiple of the denominators ofρ(x|u) for all x, u. We can
imagine each codewordx of u asNρ(x|u) copies of the same
codeword with conditional probability1/N each. So we can
equivalently associate a random variableR with |R| = N
s.t. the conditional distributionρR|U(·|u) is uniform, and the
encoding mapΦ(u, ·) is not necessarily one-one. Since we
consider uniform message distribution, henceforth, wlog,we
assume that the joint distributionρR,U(·, ·) is uniform.

III. PROOF OFTHEOREM 1

Let p ∈ [0, 1/4] and let p̄ ≤ p. Let ε > 0. In what
follows we prove that the rate of communication over the
causal adversarial channel (with parameterp) is bounded by

R = C + ε where C =
[

α(p, p̄)
(

1 − H
(

p̄
α(p,p̄)

))]

and

α(p, p̄) = 1 − 4(p − p̄) as defined in Theorem 1. Namely,
for any sufficiently large block lengthn, and any (n-block
stochastic) codeCs = (Φ, Ψ) shared by Alice and Bob, there
exists an adversarial jammerAdv that can impose a constant
decoding error. The decoding error we will obtain will depend
on ε > 0.

The proof for p = p̄ follows from previous works as
described in the Introduction. Thus, we assume thatp− p̄ > 0

and thatε < 2(p− p̄). In what follows, we fix a block length
n (which will at times be assumed to be sufficiently large with
respect to1/ε).
Adversarial strategy: Our converse bound is based on a
particular two-phase adversarial strategy for Calvin thatwe
call “babble-and-push.” Letℓ = (α + ε/2)n and without loss
of generality assumeℓ ∈ N. For a vectorz of length n, let
z1 = (z1, z2, . . . , zℓ) andz2 = (zℓ+1, zℓ+2, . . . , zn).

• (Babble) Calvin chooses a random subsetΓ of p̄n indices
uniformly from all ( p̄n)-subsets of{1, 2, . . . , ℓ}. For i ∈
Γ, Calvin flips bitxi; that is, fori ∈ {1, 2, . . . , ℓ}, ei = 1
for i ∈ Γ and ei = 0 for i /∈ Γ.

• (Push) Calvin constructs the set of(u, r) that arecon-
fusable with y1. Namely, Calvin constructs the set

By1 = {(u, r) : dH(y1 − Φ(u, r)) = p̄n}, (2)

and selects an element(u′, r′) ∈ By1 uniformly at
random. Calvin then picks the corresponding codeword
x′ = Φ(u′, r′). Given a selectedx′, for i > ℓ, if xi 6= x′i,
Calvin setsei equiprobably to0 or 1 until ∑

i
j=1 ej = pn

or i = n. Note that, under our assumption (wlog) of
uniform ρU,R, the a posteriori distribution of Alice’s
choice(u, r) given y1 is also uniform inBy1 .

Analysis: We start by proving the following technical lemma
that we use in our proof.

Lemma 2.Let V be a random variable on a discrete finite setV
with entropyH(V) > λ, and letV1, V2, . . . , Vm be i.i.d. copies
of V. Then

Pr [ {Vi : i =, . . . , m} are all distinct] ≥
(

λ − m

log |V|

)m−1

(3)

Proof: Fix i ≤ m and a setv1, v2, . . . , vi ∈ V . Let
A = {v1, . . . , vi} and let W = 1(V ∈ A). We can write
the distribution ofV as a mixture:

Pr [V = v] = ∑
j=0,1

Pr[W = j] · Pr[V|W = j]

We can upper bound the entropy ofV:

H(V) ≤ H(V|W) + H(W)

= ∑
j=0,1

Pr[W = j]H(V|W = j) + H(W)

Since conditioning reduces entropy and the support ofV
conditioned onW is at mosti, we have

λ ≤ 1 + log i + Pr[W = 0] log |V|.

Namely,Pr[W = 0] ≥
λ−1+log i

log |V|
. Thus a loose bound on the

desired event is( λ−m
log |V|

)m−1.
To prove the upper bound, we now present a series of

claims.

Claim 3. With probability at leastε/2 over the adversarial
strategy of Calvin, the realizationy1 of the output satisfies

H(U|Y1 = y1) ≥ nε/4, (4)



where the entropy is measured over the randomness of the
encoder.

Proof: By the data processing inequality, and the choice
of Calvin’s strategy, we have

I(U; Y1) ≤ I(X1; Y1)

≤ ℓ(1 − H( p̄n/ℓ))

≤ (αn + εn/2)

(

1 − H

(

p̄

α + ε/2

))

Therefore

H(U|Y1) ≥ H(U)− n(α + ε/2)

(

1 − H

(

p̄

α + ε/2

))

≥ n

(

ε + α

(

1 − H

(

p̄

α

)))

− n(α + ε/2)

(

1 − H

(

p̄

α + ε/2

))

> nε/2.

Thus the expected value ofH(U|Y1 = y1) over y1 is at least
nε/2. The maximum value ofH(U|Y1 = y1) is nR, so with
probability at leastε/2, we haveH(U|Y1 = y1) ≥ nε/4 (via
Markov inequality).

Now consider drawingm pairs (Vi, Si) from By1 i.i.d.
∼ ρU,R|y1

(which happens to be uniform). The marginal
distribution ofVi is also i.i.d.∼ ρU|y1

, which is not necessarily
uniform.

Claim 4. Let ρU|y1
be the conditional distribution ofU given

y1 under the adversarial strategy of Calvin. LetV1, V2, . . . , Vm

be m random variables drawn i.i.d. according toρU|y1
. Then

conditioned on Claim3, for anym ≥ 1 there is ann sufficiently
large such that the event

E1 = {the elements{Vi}
m
i=1 are all distinct},

has probability bounded from below:Pr[E1] ≥ (ε/8)m−1.

Proof: The proof follows from Claim 3 and Lemma 2
by using λ = nε/4 and the fact that there are at most2n

messages. The bound then becomes(ε/4 − m/n)m−1. For
fixed m there exists ann sufficiently large so thatm/n ≤ ε/8.

Conditioning on values ofy1 that satisfy Claim 3, and using
the fact that Alice’s pair(u, r) is random inBy1 , we now
analyze the probability that Calvin chooses a pair(u′, r′) in
By1 such that (a)u 6= u′ and (b) dH(x2(u, r), x′2(u

′, r′)) <

2(p − p̄)n − εn/8. These two events will allow Calvin to
succeed in the remaining “push” phase of his corruption.

Claim 5. Conditioned on Claim3, with probability at least
εO(1/ε), both (a) and (b) above hold.

Proof: Let y1 satisfy Claim 3, so thatH(ρU|y1
) ≥ εn/4.

Let γ be the fraction of couples(u, r) and(u′, r′) in By1 that
satisfy (a) and (b) above.

First consider randomly sampling{(ui, ri) : i ∈ [m]}
uniformly from By1 , and letxi be the codeword for(ui, ri).

Claim 4 shows that the messages{ui} are distinct with
probability (ε/8)m−1.

Now consider the event

E2 = {∃x, x′ ∈ {xi}m
i=1 : dH(x2, x′2) < 2(p − p̄)n − εn/8}.

By Plotkin’s bound [15] there do not exist binary error
correcting codes of minimum distance greater than or equal to
d with more than 2d

2d−(4(p− p̄)n−εn/2)
+ 1 codewords. Thus for

m = 17/ε, applying this bound withd = 2(p − p̄)n − εn/8
to the set{xi

2} shows that there must exist two codewords
close to each other, soPr[E2|E1] = 1. Here E1 is the event
specified in Claim 4.

Now let E3(x, x′) be the event thatdH(x2, x′2) < 2(p −
p̄)n − εn/8 andu 6= u′, so Pr[E3(x

i, xj)] = γ. Then:

Pr





⋃

x,x′∈{xi}m
i=1

E3(x, x′)



 ≤ m2γ.

But

Pr





⋃

x,x′∈{xi}m
i=1

E3(x, x′)



 ≥ Pr [E1 ∩ E2]

= Pr[E2|E1]Pr[E1]

≥ (ε/8)m−1.

Thus

γ ≥
1

m2

( ε

8

)m−1
=

172

ε2

( ε

8

)17/ε−1
.

Therefore with probability at leastγ, (a) and (b) hold.
The next step is to show that Calvin does not “run out” of

bit flips during the second “push” phase of his attack. This
follows directly from Sanov’s Theorem [16].

Claim 6. Conditioned on Claim5, with probability at least1 −
2−Ω(ε2n)

dH(x, y) ∈

((

d

2
+ p̄n

)

−
εn

16
,

(

d

2
+ p̄n

)

+
εn

16

)

. (5)

Claim 7. For any code with stochastic encoding of rateR =
C + ε, under Calvin’s babble-and-push strategy the average
error probability ε̄2 is lower bounded byεO(1/ε) Anand’s /
remark : Check statement to see if it matches etc

Proof: The main result of the converse is that conditioned
on Claim 3, Claim 5, and Claim 6, Calvin can “symmetrize”
the channel [9]. Let(u, r) denote the message and randomness
of Alice, y1 be the received codeword in the babble phase, and
(u′, r′) be the message and randomness chosen by Calvin for
the push phase. Letρ(y1, u, r, u′, r′) be the joint distribution
of these variables under Alice’s uniform choice of(u, r) and
Calvin’s attack. For eachy, let ρ(y|y1, u, r, u′, r′) be the
conditional distribution ofy under Calvin’s attack.



The error probability can be written as

ε̄s = ∑
y1,u,r,u′,r′

ρ(y1, u, r, u′, r′)

∑
y2

ρ(y|y1, u, r, u′, r′)1(Ψ(y) 6= u)

Let F be the set of tuples(y1, u, r, u′, r′) satisfying Claim 3
and Claim 5. These claims show thatρ(F c) ≥ (ε/2) · εO(1/ε).
For (y1, u, r, u′, r′) ∈ F , we have thatu 6= u′, and x2(u, r)
andx2(u

′, r′) are sufficiently close.
Let G be the set ofy2 such that Claim 6 is satisfied for

x2(u, r). Note that by the symmetry of Calvin’s attack in the
push phase, for(y1, u, r, u′, r′) ∈ F , Claim 6 is also satisfied
for x2(u

′, r′). Indeed, fory2 ∈ G, the conditional distribution
is symmetric:

ρ(y|y1, u, r, u′, r′) = ρ(y|y1, u′, r′, u, r) (6)

Then for (y1, u, r, u′, r′) ∈ F , by Claim 6,

∑
y:Ψ(y) 6=u

ρ(y|y1, u, r, u′, r′) + ∑
y:Ψ(y) 6=u′

ρ(y|y1, u′, r′, u, r)

≥ ∑
y2∈G

ρ(y|y1, u, r, u′, r′)

≥ 1 − 2−Ω(ε2n).

Now, returning to the overall error probability, letρ(y1) be
the unconditional probability of Bob receivingy1 in the babble
phase, where the probability is taken over Alice’s uniform
choice of (u, r) and Calvin’s random babblee1. We rewrite
the joint distribution as

ρ(y1, u, r, u′, r′) = ∑
y1

ρ(y1) ∑
(u,r)∈By1

∑
(u′,r′)∈By1

1

|By1 |
2

= ∑
y1

ρ(y1) ∑
(u′,r′)∈By1

∑
(u,r)∈By1

1

|By1 |
2

.

Thus

2ε̄s ≥ ∑
F

ρ(y1, u, r, u′, r′)



 ∑
y:Ψ(y) 6=u

ρ(y|y1, u, r, u′, r′) + ∑
y:Ψ(y) 6=u′

ρ(y|y1, u′, r′, u, r)





≥ ε/2 · εO(1/ε) ·
(

1 − 2−Ω(ε2n)
)

Thus a decoding error happens if the conditions of Claim 3,
Claim 5, Claim 6, and Claim 7 are all satisfied.Anand’s/
remark : check this still: This implies a refined statement of
Theorem 1. Namely, letc be a sufficiently large constant. For
any block lengthn, any ε > 0 and any encoding/decoding

scheme of Alice and Bob of rate
(

C(p) +
√

c
n

)

+ ε, Calvin

can cause a decoding error of at leastΩ
(

ε2 + 1
n

)

. �

IV. CONCLUDING REMARKS

In this work we present a novel upper bound on the rates
achievable against a causal adversary, which strictly improves
on prior upper bounds known against such adversaries over
binary channels. Further, we demonstrate that the upper bound
presented herein holds against arbitrary codes, rather than
simply against deterministic codes, as is common in the coding
theory literature. Since our analysis pertains to adversarial jam-
ming rather than random noise, the proof techniques presented
may be of independent interest in the more general setting of
AVC’s.
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